The PostBase Connectivity Wizard

The PostBase Connectivity Wizard allows you to easily set up your PostBase postage machine to suit
your organization’s arrangements. This document will guide you through the steps of the wizard.

Depending on the network configuration in your organization, this may be very straightforward.
However, in some cases, you may need to get information from your network administrator - where
necessary this is indicated in the steps below.

The Connectivity Wizard runs automatically the first time you turn on your PostBase postage machine.
However you can change any settings at any time later from the main menu (under ‘Manage
Connection’).

Section 10 summarizes the information a network administrator may need about the postage
machine; it also includes a table where you can record the settings you have used.
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1 Introduction

The PostBase postage machine needs a connection to the FP Mailing Solution Infrastructure (FPI) in
order that it can download funds and data. It is recommended that an Ethernet (LAN) connection is used
for this. This is the type usually used to connect computers to the Internet, both at work and in the
home (e.g. using DSL).

If necessary the PostBase postage machine can also use a modem connection -that is the older, slower
method over the telephone. Modem connections are, however, only intended for those users cannot
use an Ethernet connection since they are much slower and offer a more restricted service.

This document gives you details on setting the PostBase up to use these communication methods.

2 Preparation

Before you get your postage machine you must ensure that you will have the correct connection
arrangements in place. This will ensure that the postage machine can be fully operational from its first
day.

For an Ethernet connection, the PostBase needs:

o An Ethernet connection (minimum 10MBit/sec) in the vicinity of where the postage machine
will be operated. The PostBase itself comes with a 3 meter (9.8 foot) cable. The PostBase and the
included cable use an RJ45 type of connector. If you use a different cable, then we recommend it is of
type CATSE.

o If you work in a medium or larger organization, then the PostBase will probably have to be
connected to an internal network, which will include a proxy server. If so, we recommend you check
with your network administrator, whether “DHCP” is supported and, if not, then you will need an “IP-
Address”. The last page of this document includes technical details for your network administrator. It
includes a list of all information you will require.

If you do not have an Ethernet connection available, then you will need to use a telephone/modem
connection. In this case you should make sure you have ordered the PostBase USB modem adapter,
and should have a suitable telephone socket within 3 meters of your PostBase.

We strongly recommend using your PostBase postage machine with an Ethernet connection.
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3. First Steps: Type of connection, Ethernet or modem?

In the wizard you will first be asked whether you want to use an Ethernet or Modem based connection.

Select the type of connection in the first screen of the

wizard.
s ‘_‘j The set up for Ethernet connections is described in the
Midern next section.

Contirue :.l-
For modem connections see section 8.

Connection Type % Back

4. Setting up Ethernet Connections

. # =
4.1 DHCP: Is the IP Address assigned ek ey
hrmmic Host Configuration Protocel
automatically? FDHEP) allows the autematic allecation of
an TP address’ for the device within pour
For an Ethernet connection, you will next be asked whether network by your router or netwark server,

Usimg DHCF markes the configurmtion

‘DHCP’ connections can be used in your network or not. Using
provess much simplar,

DHCP simplifies the configuration and so we recommend this
if possible.

If you are not sure whether DHCP is supported, we suggest you simply try making a connection with
DHCP. If it isn’t supported, then you will get an error and will simply have to run through the wizard

again.
Simply touch your chosen option and then ‘CONTINUE’.
DHOP = Ssabied For another way of finding out whether DHCP is
mp_ bl 'i supported, s‘et'e section 7. Otherwise, if you have a
- — system administrator, ask them.
Confinue __'}
[HHCF C 4 Back
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4.2 Specifying a proxy server Wihat's & Prosy ServerT

FRORY SEFVETS Are liZea [0 maost irnper
orgemizriions o5 @ bridge bobween their
ifermnl Retworns aoid the IRtermel [E can
organization uses one, you will have to enter its protect the compueters in the internal
petwork ageineg attack from the wider

Next, you will be asked about a ‘Proxy Server’. If your

details so that the meter can get access to the Internet.
Infermet

> If you have entered ‘ENABLED’, then next follow the instructions in
section 5, “Enter Proxy Server Settings”.

4.3 Final steps

Finally you will be shown a confirmation of all the entries you have
Check you have entered the details correctly.

After you touch ‘CONTINUE’ the meter will test the connection.

If you are in a small office, it may be that you have a
i direct connection to the Internet through your router. In
"ﬁm-dmﬂ'f . ‘ ’ H
' Mt this case you should answer ‘DISABLED’ here. Otherwise,
Proxy = enabled answer ‘ENABLED’.
Contirue -
POy e 4 Back

made.

If it can’t connect, the wizard will return to its starting point. In this case, you should first check the
connections, then the settings you have entered. You can also look at the guide in section 7, or check

the settings with your system administrator.

If all goes well, PostBase will now continue with the remainder of its configuration...



5 Entering Proxy Server Settings

If your network uses a proxy server, you will need to
enter its details into the wizard. Before you can do this,
you will need to obtain the needed information.

You will need the following:

What's ar (P mddre?

Every compliter or device dhat commomicales
over dhe Intermet arust hove an I fisiermet
Protocol) eddness. This ol opydies b most of
today's forge metwianks witkio companies
Commaon [V oddresses are Wiilen as 4 growps
of 3 dipdts. separated by fill stops eg.

123507 567 543

e The IP address of the proxy server and the port number to use

e Whether authentication is to be used, and if so, the corresponding user name and password.

» Either contact your network administrator, or follow the instructions in section 7.

1) Enter the IP address of the proxy server

1 2 3 120.3.1.136

4 5 6

T & ]

: a CE Cantirie -
Proay Sewer (P Addeess < Back

1 2 3 8080

4 5 ]

T 8 a

(1] CE Lontinue -

Proy-Served Port Mumbser < Back

A keyboard will appear on the display in which you
can enter the IP address.

Each of the 4 sets of numbers must be in the range
0 to 255 and they must be separated by full stops
(bottom left key).

You can use the CE (bottom right key) to
successively correct the last entries.

2) Enter the Port Number

The ‘port number’ must be entered next. This
will normally have the value “8080”.

Occasionally another value might be
needed, for example “80”.

See section 7 to confirm the value for your
network, or contact you network administrator.
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3) Specify whether your proxy requires Authentication

If your proxy server needs authentication, then you
miust set PROKY-AUTH=ENABLED here and enter the

details on the next wizard pages.

Honcy-tuth = disableg

What's Proxy Autfentication?

[Aften a prooy server Aceds B Know wivo 5
raatkiag b i - to confirm that IE (5 o known
user of the arganization s asheoerk who is

I EROFTESd £ Ve OCCEss Fo [he .I'JI'E-E'.I"HL"I".J"H'I}"
device will then hurve to fog-on fo the proxy
Server with (E5 own pEer e and Pt
This process is called ‘outhenticatien’

If in doubt, contact wour network administrator. f the
proxy needs outhentication they may need (o give you
a special user name and password far the device.

3a) Enter the User Name

An alpha-numeric keyboard will appear on the display in
which you can enter the user name. This keyboard
functions in a comparable way to similar keyboards on
mobile phones -touching the button a number of times
rapidly will cycle through the possible values. Touching
another button, or waiting for a second or so, will cause
the selected value to be entered.

3b) Enter the Password

You can enter the password in a similar way. It
operates slightly differently in that, once the character has

Been selected, it is then displayed as

“ k u

Comtamie ::-
Proxy-Authestication % Bk
1 £ W3
o N abe | et Paulchen
A - &
- j,"ll! l|l_:_1 _ji mino
f N 8 9
pgrs 8 tuv Wy
{?' L CE Confinue }.
Proxy-User Name 5 Back
1 2 | a LER LR L
e 3 e
4 B 5 &
- __g_l_li .“.;.1 _j| mina
I N & 9
pgrs B tuv B wxyE
"'i.‘_?" L CE Continue }
Prony-Password il Back

This completes the entry of the proxy server details -touching ‘CONTINUE” will take you to the next part of

the wizard.
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6 Manual Configuration of an Ethernet Connection

Larger organizations may want to have explicit control over the IP addresses of the devices connected to
their networks. Here, IP addresses will be individually allocated to each device by the network
administrator and must remain fixed. In this case you will have to enter the allocated IP address

manually into your PostBase.

Firstly you will have to contact your network administrators to ask them for an IP address. The
information they may need is summarized in section 10 -there is also a table to record the details.

193.29.244.107|| 1) Enter the meter’s IP Address

e . Use the numeric keypad to enter the number, as four

7 8 3 groups of up to 3 digits. Don’t forget the separating points!
] CE I Conginue }
IP-Addiess % Back
1 z 3 255.255.255.0 2) Enter the meter’s Subnet Mask
4 5 [
Similarly to the IP address, enter the subnet mask.
7 8 §l ® You can get this from your network administrator, or
| . follow the instructions given in section 7.
; 0 N CE Contimue b
Subnet-Mask 4 Back

FAQs: ... What's meant by:

Subinet Mask

A metwork infrostructene in ooy
el tion will wsasa iy e split
up imbe “rehmets’ that connect
mssociated groups of wsevs In this
e Eha il 1P awdlress can e
ween o hovimg bwo ports = o profix
il kefentifies bhe sl oed the
remmiader thel dentifes o device
#a bhe sirdael. The cubwed mask
shriws frone minchy i e I el P
s formed By ther prefic mod fome
rabch by thie rest A fvpical sehnet
mask might look ke

RS 255 127000

NS server

W usmsally refer to welenlbes by
their web-oddress or UEL. for
exmnpHe www francotyp.onm In
Joct though these are just Aebels
amd aotally coumpaters fuel ase JP
addresses. The Domodn Noeme
Syelem refers boo speciod dpe of
compeiler senver that tronslotes
weh addresses into [P oddresyes
Hinee ¢ DNG server wosld pedvrm
SRGT 20 45 when asked for the

SIRES www.fp-usa.com

Defanli Gatrway

Where an orgamizabion’s metuork
{5 splie imic @ miraber off subreis
them the goteway” Is the device
thiet mllows the Erglfic fo fow oul
o it Pt e [t e
orgaminebion’s wider netwark
irfrasErms tinte - inchrding anber
sehnets and fo the Intermet (i Ghis
case, often through o proae
server), This default gabevwr wiill
mizn howe i TP address



1 ) 3 193.29.244.1)
a 5 &
7 8 9
a CE Cantirie p
Defauft-Catmway < Back
1 2 3 192.168.2.31|
4 5 3
7 8 a
(1] CE Continue -
RS S e < Back
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3) Enter the Default Gateway address

Enter this in the same way as the IP address in step (1).

4) Enter the DNS server address

Again, use the same method as in step (1).

» The next pages of the wizard let you set up details of your organization’s proxy server.

This is described in section 5.

Conmectivity Settings
OHCF disabled
*-Addeess 19309 044, 107
Sthnet-Mask 155552550
Default-Gatevway 193 0441
DbE-Server 192 168231
Proxy-Semneer disabled | W
a Sawe < Badk
Conmectivity Settings
OHCF disabled
*-Adderss 19309 044, 107
e —————|
Relsoarl machine.
PMease press Contlnue.
Contine -

Finally, before saving the information, a summary will be
shown of all the entries, including the manual IP address
and the proxy server.

Check these through before touching on ‘SAvE’.

In the case of manual configuration, the PostBase meter
must restart before the settings will become active. This
happens automatically.

On rebooting the configured connection will be tested. If
there is a problem, the wizard will return.

If all goes well, PostBase will now continue with the remainder of its configuration...
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7 Gathering information about your network

You may be able to get the some of the network information you need from an existing computer
attached to your network (using a physical, Ethernet connection). The instructions in the following
sections show how to get this information from a computer running Microsoft Windows XP, Vista or
Windows7.

There are two parts to this:

¢ Finding the basic network settings, including whether DHCP is enabled, and the Subnet Mask,
Standard Gateway, and DNS Server details.

¢ Finding the proxy server settings (IP address and port).

7.1 Windows Vista, Windows7

In Windows7 or Windows Vista, follow the steps below.

7.1.1 Basic Network Settings

1. From the task bar, open the Control Panel

2. Inthe Control Panel, click on “View network status and tasks” link (located below the “Network

and Internet” heading).

3. This opens the “Network and sharing center” dialog. Here, click on “Local Area Connection”,
which will open the “Local Area Connection status” dialog

4. Inthe “Local Area Connection status” dialog, click on “Details...”

The “Network Connection Details” dialog box will be displayed. This gives the information you
need, as described below.

10
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In the Network Connection Details, the following information is available.

I'_-'Ei:n-qn-l:_l:
Pragesy ke
Comasmapgians IR PO IO W T Pk G
Phymcal Acidea il o Do Sl
CHCF Lo ] n
Padl Aairem AT N
i bl Mtk T ﬂ
Leatd Denesd Moreay. Tebaiy 30 J000 6Du 1 MM
Lowes Expiren oy, Foboery 20 2406 3617 A6
Pl Dol pll oy e
Pl DHCF Sorwer P W
1Ped 5 Sareer 10 A T u
Pl WIS Syt P W 3
Pt B S v Tpp B P
Lo iyl Pl b e L Ve (01 DR
Pl Dl sl Gty
Pl DS Srem’

1. If DCHP Enabled is shown as “Yes”, then the network supports DHCP, and the automatic
procedure for allocating an IP address in section 4.1 can be used.

2. Here, the Subnet mask is shown. This is needed when you are configuring the IP address
manually in section 6 -it must be entered during step (2) “Enter the meter’s Subnet Mask”.

3. Here, the Default Gateway is shown. This is needed when you are configuring the IP address
manually in section 6. It must be entered during step (3) “Enter the Default Gateway address”.
Note: Make sure you note the “IPv4 Default Gateway”.

4. Here, the DNS Server is shown. This is needed when you are configuring the IP address manually

in section 6. It is the value that must be entered during step (4) “Enter the DNS server address’

Note: Make sure you note the “IPv4 DNS Server”.

7.1.2 Proxy Server Settings

1. From the task bar, open the Control Panel
2. Inthe Control Panel, click on “Network and Internet” link.

3. Then click on the “Internet Options” link to open the pop-up dialog “Internet Options”.

4

11
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Click on the “Connections” tab, and then on the button “LAN settings” in this tab.

This will open up the dialog box “Local Area Network Settings”. Here the lower section called

“Proxy Server” contains the IP Address and Port Number for the proxy server, as shown in the
diagram.

In the example, the proxy server has an IP Address of 192.168.2.2" and a Port Number of ‘8080’.

12
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7.2 Windows XP

7.2.1 Basic Network Settings

1. From the “Start” button, choose the “Run...” option.

2. The Run dialog box will open. Here, type “cmd”, which will open a command line window in
which you can type commands.

3. Type the following command after the prompt:
ipconfig /all

4. The output if the program will be shown in the command line window. This gives the

information you need, as described below.

The following information is can be determined from the program output.

1. If DCHP Enabled is shown as “Yes”, then the network supports DHCP, and the automatic procedure
for allocating an IP address in section 4.1 can be used.

2. Here, the Subnet mask is shown. This is needed when you are configuring the IP address manually in
section 6 -it must be entered during step (2) “Enter the meter’s Subnet Mask”.

3. Here, the Default Gateway is shown. This is needed when you are configuring the IP address
manually in section 6. It must be entered during step (3) “Enter the Default Gateway address”. Note:
Make sure you note the “IPv4 Default Gateway”.

4. Here, the DNS Server is shown. This is needed when you are configuring the IP address manually in
section 6. It is the value that must be entered during step (4) “Enter the DNS server address”. Note:
Make sure you note the “IPv4 DNS Server”.

13



5. 7.2.1 Basic Network Settings
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In the Control Panel, click on “Network and Internet Connections” link.
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3. Then click on the “Internet Options” link to open the pop-up dialog “Internet Options”.
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Click on the “Connections” tab, and then on the button “LAN settings...” in this tab.

This will open up the dialog box “Local Area Network (LAN) Settings”. Here the lower section

called “Proxy Server” contains the IP Address and Port Number for the proxy server, as shown in

the diagram.

6. Inthe example, the proxy server has an IP Address of ‘192.168.2.2" and a Port Number of ‘8080’".
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8 Setting up Modem Connections

If you do not have access to an Ethernet connection, then PostBase can be configured to use a modem
connection. In this case the PostBase USB modem must be used. Connect the modem to the USB
interface and telephone connection before proceeding. Then in the first step (see section 3 “First Steps:
Type of connection, Ethernet or modem?”), select modem.

8.1 Direct Line

Next you will be asked to confirm the type of telephone line: Direct or Extension.

If you chose Direct Line, then that is all the information that is needed. You will be shown the
confirmation screen and PostBase will attempt to make a connection.

8.2 Extension lines: Hook Flash or Exchange Digit

If you have chosen an extension line above, then you will next need to configure the way in
which the modem obtains an outside line. There are two ways the modem uses an electrical
signal (‘hook flash’) or where the modem dials a special exchange digit (e.g. a ‘9’).

If the method is hook flash, then you will have entered all that is needed and will be shown
the confirmation screen. The PostBase will then attempt to make a connection.

15
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8.3 Extension Lines: Setting the dialed code

In systems where an exchange digit is used to get an extension line, the dialed digit(s) must be
entered. This may be a simple digit, for example, ‘9’ or a more complicated code.

Enter the code using the numeric keypad. Sometimes there must a pause or wait period after
the code has been entered to allow the telephone system to receive the dialing tone from the
outside line. You can enter such a pause use the ‘P/W’ key.

If you make a mistake, use the CE (bottom right key) to successively correct the last entries.

That is all the information that is needed. You will be shown the confirmation screen and
PostBase will attempt to make a connection.

8.4 Final steps

After you touch ‘Save’ the PostBase will test the connection.

If it can’t connect, the wizard will return to its starting point. In this case, you should first check the

connections, then the settings you have entered.

> If all goes well, PostBase will now continue with the remainder of its configuration...

Note that you will next be asked to confirm the country in
which the meter is located -this is needed so that the correct
= 1 Megie sele
| L5 | the location telephone number can be used.
- of your franking
Deutschland machine.
Continue >
Select focation < Back

16
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9 Referenced Terms and FAQ

DHCP

Dynamic Host Configuration Protocol (DHCP) allows the automatic allocation of an ‘IP address’ for the device
within your network by your router or network server. Using DHCP makes the configuration process much
simpler.

IP address

Every computer or device that communicates over the Internet must have an IP (Internet Protocol) address.
This also applies to most of today’s large networks within companies. Common IP addresses are written as 4
groups of 3 digits, separated by full stops e.g. 123.987.567.543.

Proxy Server

Proxy servers are used in most, larger organizations as a bridge between their internal networks and the
Internet. It can protect the computers in the internal network against attack from the wider Internet.

Subnet Mask

A network infrastructure in any organization will usually be split up into ‘subnets’ that connect associated
groups of users. In this case the full IP address can be seen as having two parts -a prefix that identifies the
subnet and the remainder that identifies a device in the subnet. The subnet mask shows how much of the IP
address is formed by the prefix and how much by the rest. A typical subnet mask might look like
‘255.255.127.000".

Default Gateway

Where an organization’s network is split into a number of subnets, then the ‘gateway’ is the device that
allows the traffic to flow out of the subnet and into the organization’s wider network infrastructure -including
other subnets and to the Internet (in this case, often through a proxy server). This default gateway will also
have an IP address.

DNS server

We usually refer to websites by their web-address or ‘URL’, for example www.fp-usa.com. In fact though

these are just labels and actually computers just use IP addresses. The Domain Name System refers to a
special type of computer server that translates web addresses into IP addresses. Hence a DNS server would
return 80.67.28.145 when asked for the address of www.francotyp.com.

Proxy Authentication

Often a proxy server needs to know who is talking to it -to confirm that it is a known user of the
organization’s network who is authorized to have access to the Internet. Any device will then have to log-on
to the proxy server with its own user name and password. This process is called ‘authentication’.

17
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10 Reference Information for Network Administrators

The following section summarizes the information that a system administrator may need about the FP
Mailing Solutions PostBase postage machine.

The PostBase requires (preferably) an Ethernet connection, with a minimum of 10 Mbit/sec, in order to
able to download postal funds from a FP Mailing Solutions server. Ethernet cables of class CAT5E are
recommended. For this it normally uses TCP/IP (v4 only) through an https connection using TLS v1.2
over port 443 (outbound). In certain cases it may also use an http connection over port 80 (outbound).
These two ports must therefore be enabled in any firewall. It will attempt to make a connection.

The meter may be configured to use DHCP (default) or, alternatively, it may be configured to use a
fixed IP address, in which case the IP address of the meter, subnet mask, gateway and DNS server
information must be manually entered.

A proxy server may also be configured, in which case the IP address and port of the proxy will be
needed. Proxy servers without authentication are supported, however the meter can also use ‘basic’ or
‘digest’ authentication methods (using a user name and password; the digest uses an MD5 checksum).
NTLM is not supported as an authentication method.

The meter may also use a modem connection over a telephone line, however this mechanism is no
longer recommended. In this case a 56,000 baud modem line is required.

10.1 Summary of Configured Connection

Use this form to record the settings you have used for your reference.

10.1.1 DHCP

| DHCP | ENABLED / DISABLED

10.1.2 Fixed IP Address (if DHCP not enabled)

Meter’s IP Address

Subnet Mask

IP Address of Standard Gateway
IP Address of DNS Server

10.1.3 Proxy Server

Proxy Server used YES / NO
Proxy Server IP Address
Port Number

User Name

18



